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 Abstract  

This study proposes a lightweight and interpretable framework for 

identifying suspicious behavior within a cloud-based environment 

through the use of simulated mouse dynamics and a voting ensemble 

classifier. Contrary to existing approaches that heavily focus on the use 

of deep learning techniques, this study utilizes a combination of three 

classical machine learning classifiers: XGBoost, Random Forest, and 

Support Vector Machine (SVM). The proposed framework utilizes a 

voting classifier that achieved a test accuracy of 51.1%, effectively 

identifying 36 anomalous user sessions. To further increase the 

interpretability of this framework, this study incorporates a voting 

classifier based on the use of Shapley Additive Explanation (SHAP), 

which identifies the most influential behavioral features used to make a 

prediction. This study shows that a combination of engineered 

behavioral features, anomaly detection through Isolation Forest, and 

ensemble voting can provide a lightweight, scalable, and deployable 

framework for real-time cloud security monitoring without requiring 

any intrusive biometric techniques.  

Introduction 

The rapid advancement of digital communication technologies has significantly increased the 

complexity of cyber threats, especially in remote and cloud-based systems (Cremer et al., 2022; 

Nisha & Pramod, 2024; Mallick & Nath, 2024; Zhukabayeva et al., 2025). Behavioral anomalies 

in digital systems, especially in virtual user sessions, have become a major concern in the fight 

against external cyber threats using firewalls, intrusion detection systems, etc. (Khan et al., 2019; 

Saxena et al., 2020). 

The detection of suspicious user behavior without the use of biometric systems like fingerprints, 

iris scans, etc., becomes a major challenge in cloud-based systems and enterprise environments 

(Patel, 2026; Zhou, 2025; Vijaykumar & Kashikar, 2026). However, the use of behavioral 

biometrics, which focuses on mouse dynamics, provides a cost-effective, unobtrusive, and real-

time monitoring solution (Khan et al., 2024; Antal & Fejér, 2020). 

Mouse dynamics involve the study of the behavior of a user using a computer mouse to capture 

attributes like the speed of mouse movement, acceleration, click frequency, etc. Mouse dynamics 

help create a unique profile of a user to detect anomalies (Khan et al., 2019; Quraishi & Bedi, 

2022). 
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Research gap and novelty 

Despite the fact that past studies utilized deep learning techniques like BiLSTM or rule-based 

systems to detect abnormal behavior in cloud computing environments, there is still a 

knowledge gap regarding the development of lightweight, transparent, and deployable 

frameworks that can effectively detect abnormal behavior without relying on sophisticated 

infrastructures. Additionally, there is limited literature that uses engineered behavioral 

features, anomaly detection scores, ensemble classifiers, and SHAP values (Gangadhar et al., 

2026; Mohanachandran et al., 2026; Hossain et al., 2026). 

To address this knowledge gap, this research proposes a transparent anomaly detection 

framework that uses a combination of the following techniques: 1) Mouse dynamics for user 

'be' behavior profiling; 2) Anomaly detection via Isolation Forest; 3) An ensemble Voting 

Classifier based on XGBoost, RF, and SVM classifiers with SHAP values for feature 

attribution. 

Major contributions of the proposed work 

The major contributions of this study include the construction of a synthetic dataset that 

simulates both normal and suspicious mouse behaviors during user sessions on a cloud 

platform (Bhagwat et al., 2026; Subash et al., 2025; Mohan et al., 2025). Various behavioral 

features were extracted from the simulated data through feature engineering, while Isolation 

Forest anomaly scores were incorporated to strengthen anomaly identification. The study also 

developed a voting classifier ensemble consisting of XGBoost, Random Forest (RF), and 

Support Vector Machine (SVM), complemented by SHAP analysis to improve model 

interpretability. The proposed framework detected 36 anomalous user sessions and achieved 

a test accuracy of 51.1%. Furthermore, the framework is computationally lightweight and can 

be implemented in accessible environments such as Google Colab and PyCharm. The 

remainder of this paper is organized as follows. Section 2 reviews the related literature, 

Section 3 describes the proposed methodology, Section 4 explains the proposed algorithm in 

detail, Section 5 presents the experimental results, and Section 6 provides the conclusion. 

Related work 

In the last decade, the field of insider threat detection using behavior biometrics in the context 

of a cloud-based system has seen a paradigm shift. Initial techniques were based on access 

logs, rule-based systems, and supervised learning with handcrafted features (Khan et al., 

2019; Quraishi & Bedi, 2022; Janjua et al., 2020). These techniques were inadequate because 

they were unable to perform real-time detection. As machine learning techniques improved, 

more complex models like Random Forest, Gradient Boosting Machines (GBM), and Deep 

Neural Networks were incorporated into various fields like DDoS attacks, ransomware 

detection, etc. (Herrera-Silva & Hernández-Álvarez, 2023). Despite the advancement of 

machine learning techniques, the detailed analysis of user behavior using mouse dynamics in 

the context of a cloud-based system has been underutilized. For example, Wang et al. (2023) 

and Peccatiello et al. (2023) worked on user behavior clustering and data stream analysis. 

However, the analysis of cursor movement was not considered. Other researchers like Li et 

al. (2023) and Wang and El Saddik (2023) worked on the concept of deep structural models. 

Although these models were accurate, they were computationally expensive. These models 

were not applicable to real-time analysis. Other researchers like Prajitno et al. (2023) and 

Wanyonyi et al. (2023) 

The research offered detailed analyses of machine learning models, yet did not include feature 

engineering based on mice or biometrics (Rajpoot et al., 2025; Cupps & Elgazzar, 2026; Tao 

et al., 2026). On the other hand, although feature engineering and class imbalance are 

discussed by Liu et al. (2023) and Prasad et al. (2024), the major concern is related to network-
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level threats/CERT data sets. The present paper offers a lightweight model for real-time 

anomaly detection based on behavioral anomalies within a distributed environment by 

simulating mice movements and ensemble classifiers such as XGBoost, Random Forest, and 

SVM algorithms. The model considers legitimate and suspicious user behaviors within virtual 

cloud sessions. Table 1 shows a comparison of related work with the proposed model. 

Table 1. Comparison of Related Work and the Proposed Model 

Reference Method Gap Identified Proposed Solution 

Wang et al. (2023) 
Deep clustering of 

multi-source events 

No modelling of fine-

grained mouse 

dynamics 

Simulated mouse 

behavior data with 

feature engineering 

Peccatiello et al. 

(2023) 

Semi-supervised 

learning for stream 

data 

Lacks biometric 

input 

Integration of 

behavioral biometrics 

(mouse movement) 

Li et al. (2023) 

Graph 

convolutional 

networks (DD-

GCN) 

High resource 

demand, low 

interpretability 

Lightweight XGBoost 

model with 

interpretable features 

Herrera-Silva and 

Hernández-

Álvarez (2023) 

Dynamic dataset 

for ransomware 

detection 

Not generalizable to 

user behavior 

Behavior-focused 

anomaly detection 

model 

Prajitno et al. 

(2023) 

ML comparison for 

insider threats 

Minimal focus on 

real-time micro-

movements 

Application of real-

time cursor behavior 

indicators 

Wang and El 

Saddik (2023) 

Self-attention 

model with Digital 

Twin 

Excessive 

computational cost 

Simple and scalable 

cursor analysis 

pipeline 

Liu et al. (2023) 
Feature engineering 

for DDoS in SDN 

Network focus, no 

behavioral insight 

Mouse-based 

behavioral monitoring 

framework 

Wanyonyi et al. 

(2023) 

Evaluation of 

insider threat ML 

models 

Focus on metrics, 

lacks novel input 

types 

Novel behavioral input 

via simulated mouse 

data 

Methods  

This study aims to propose a lightweight and interpretable detection framework for 

identifying suspicious user behavior in cloud-based environments. The proposed approach 

combines simulated mouse dynamics with a hybrid ensemble classification model to 

distinguish normal interaction patterns from potentially suspicious activities. Mouse 

dynamics are used to represent behavioral characteristics through features such as movement 

speed, acceleration, directional changes, and pauses during user sessions. These features 

provide non-intrusive behavioral information that can support anomaly detection without 

requiring conventional biometric devices. To improve detection performance, the extracted 

features are processed using anomaly-scoring and ensemble-learning techniques, while an 

explainability mechanism is incorporated to clarify the contribution of each feature to the 

model’s predictions. The methodology consists of three main stages, as illustrated in Figure 

1: mouse behavior simulation and feature extraction, feature engineering and anomaly 

scoring, and ensemble classification with interpretable prediction. 
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Figure 1. Block diagram of the proposed detection framework, from data simulation to classification 

and alerting. 

The following sub sections will discuss each of these steps in detail. 

Data simulation 

To overcome the challenges of real-world data collection as well as data privacy issues, a 

synthetic dataset was created to mimic normal as well as anomalous user behavior within a 

cloud environment. The simulated data logs various attributes of each session. 

Normal behavior is defined as smooth and consistent motion, whereas suspicious behavior is 

characterized by erratic, abrupt, or abnormally rapid movement of the cursor on the screen. 

A representative example of the engineered features extracted from a single session is 

presented in Table 2. 

Table 2. Extracted Feature Entry Example 

session_ 

id 

mean_ 

speed 

std_ 

speed 

mean_ 

acceleration 

std_ 

acceleration 

mean_ 

angle 

pause_ 

count 
label 

9 9.66 61.69 24.22 324.39 0.056 0 suspicious 

The feature values presented in Table 2 indicate substantial variability in the mouse movement 

recorded during the session. Although the mean speed and mean acceleration were 9.66 and 

24.22, respectively, their corresponding standard deviations were considerably higher, 

reaching 61.69 for speed and 324.39 for acceleration. This pattern suggests that the cursor 

movement was inconsistent and included abrupt changes in velocity. The mean movement 

angle of 0.056 reflects the directional characteristics of the cursor trajectory, while the pause 

count of zero indicates continuous movement without a significant interruption. Based on the 

combined behavioral features generated in the simulation, session 9 was labelled as 

suspicious. This example illustrates how multiple movement characteristics are jointly 

represented within the engineered feature set rather than relying on a single behavioral 

indicator. The spatial trajectory and flow of this session are visualized in Figure 2. 
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Figure 2. Mouse trajectory visualization for normal vs. suspicious behavior in a synthetic cloud 

session. 

While Table 3 presents the detailed raw mouse movement data for that same session. 

Table 3. Mouse Movement Records – Session 9 

Session_Id X Y T Label 

9 1.2725 0.5761 125.71 Normal 

9 2.1814 1.2651 277.08 Normal 

9 3.3340 1.3980 370.85 Normal 

9 4.7731 1.7882 477.52 Normal 

9 6.3436 2.8431 576.10 Normal 

9 207.6885 199.7438 5737.94 Suspicious 

Feature engineering and importance 

Behavioral features were extracted from the raw movement data to capture the interaction 

dynamics. 

The top-ranked features according to their importance are mean speed, acceleration 

variability, pause count, and average movement angle based on the SHAP values. 

The raw data from the mouse movement feature set is shown in Table 4. 

Table 4. Raw Mouse Data Attributes 

Attribute Description 

Session id Unique ID for each cloud session 

x X-coordinate of mouse position 

y Y-coordinate of mouse position 

t Timestamp at each data point 

label Classification label: normal or suspicious 

The final engineered feature set that used for classifier training is presented in Table 5. 



822 

ISSN: 2716-3865 (Print), 2721-1290 (Online) 

Copyright © 2026, Journal La Multiapp, Under the license CC BY-SA 4.0 

 

Table 5. Engineered Feature Summary 

Feature Description 

Mean speed Average speed of mouse movement during the session 

Std speed Speed variability 

Mean acceleration Average change in speed 

Std acceleration Acceleration variability 

Mean angle Average angle of cursor movement 

Pause count Number of significant pauses during activity 

label Ground truth class: normal or suspicious 

On the other hand, the feature importance values provided by the SHAP model interpretability 

are presented in Figure 3. 

 

Figure 3. SHAP feature importance plot showing the contributions of key behavioral features to the 

model’s predictions. 

Nomaly Scoring 

To detect implicit behavioral anomalies, an Isolation Forest is used. This unsupervised 

learning technique helps detect abnormal sessions by identifying anomalies in the cursor 

behavioral patterns, thus increasing the sensitivity of the model to anomalies. A general 

overview of the anomaly scoring technique is presented in Table 6. 

Table 6. Step-by-step breakdown of the data processing and model development pipeline. 

Step Description 

Data Simulation 
Generate labelled mouse behavior sequences for normal/suspicious 

patterns 

Feature 

Engineering 
Extract motion statistics and behavioral metrics (speed, pause, angle) 

Anomaly Scoring Compute anomaly scores per session using Isolation Forest 

Data Splitting Divide the enriched feature set into training and test sets (70/30 split) 
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Model Training 
Train Voting Classifier (XGBoost, RF, SVM) on behavioral + 

anomaly features 

Model Evaluation 
Assess accuracy, recall, F1-score, confusion matrix, SHAP 

interpretability, alerts 

While the detailed in the pipeline overview provided in Table 7. 

Table 7. Summary of input/output mappings across each stage of the framework. 

Step Input Output 

Data Simulation 
Random seed, simulation 

parameters 

Labelled mouse movement 

sessions 

Feature 

Engineering 
(x, y, t) sequences 

Feature vectors with motion 

statistics 

Anomaly Scoring Feature vectors 
Appended anomaly score per 

session 

Data Splitting Augmented feature set Train/test subsets 

Model Training Training data Trained Voting Classifier 

Model 

Evaluation 
Trained model + test data 

Accuracy, SHAP analysis, alert 

logs 

Ensemble model training 

The enhanced feature set is then split into 70% for training and 30% for testing. Three primary 

classifiers are individually trained: 1) XGBoost; 2) Random Forest; 3) Support Vector 

Machine (SVM) 

These classifiers are then combined with the Voting Classifier, which averages the results 

with the help of soft voting. This improves the overall robustness of the classifiers while 

minimizing the effect of bias for any particular classifier. The complete list of classifiers and 

their usage can be found in Table 8. 

Table 8. Algorithms used in the framework 

Algorithm 

Type 
Algorithm Name Purpose 

Ensemble 

Model 

Voting Classifier (XGB + RF + 

SVM) 

Final decision-making across 

classifiers 

Outlier 

Detection 
Isolation Forest Generate behavioral anomaly scores 

Explainability SHAP 
Interpret and explain model 

predictions 

Base Classifiers 
XGBoost, Random Forest, 

SVM 

Provide diverse decision 

perspectives 

Evaluation metrics 

Model evaluation includes the following performance indicators: 1) Accuracy; 2) Precision; 

3) Recall; 4) F1-score; 5) Confusion matrix analysis; 6) SHAP (SHapley Additive 

exPlanations) for model interpretability; 7) Number of flagged suspicious sessions 

The accuracy of the proposed hybrid voting model was found to be 51.1%, detecting 36 

anomalous sessions correctly. Figure 3 shows the SHAP analysis results, which indicate the 

top impactful behavioral feature used for classification. 

Integrated ensemble classification with anomaly scoring 
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The output of the classification process is the result of the Voting Classifier, which combines 

the results of the predictions made by the three individual learners: 1) XGBoost (Extreme 

Gradient Boosting); 2) Random Forest (RF); 3) Support Vector Machine (SVM) 

Unlike the traditional voting method, the proposed system utilizes the soft voting approach. 

This is done by taking the results of the individual learners and combining them based on the 

probability scores. This approach enables the decision boundary to be smoother and fault 

tolerance. The learners are trained on the same engineered behavioral features, including the 

outlier score generated by the Isolation Forest algorithm. 

Role of isolation forest in classification 

The Isolation Forest is an unsupervised learning model that provides a score for anomalies 

based on the deviations in the movement of the mouse, making the ensemble classifier more 

sensitive to behavioral anomalies that might be overlooked by other measures. 

The ensemble learning and anomaly score combination help address the following challenges: 

Robustness: Overcoming overfitting and model-specific biases. 

Generalization: Improves the model's flexibility in handling noisy and artificially generated 

user behavior data sets. 

Real-time Compatibility: The lightweight nature of all base models enables quick processing, 

making it compatible with cloud computing. 

Explainability: The use of SHAP values is specific to the XGBoost model, making it easier 

for users to understand and trust the decision-making process. 

Visual representation and interaction logic 

The integrated methodology, which comprises data simulation, feature extraction, anomaly 

scoring, and ensemble classification, is a module that is optimized for real-time deployment, 

as explained in more details in the following figures: 

 

Figure 4. UML Activity Diagram: This figure shows the process from user input to anomaly 

detection and alerting. 
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While Figure 5. Use Case Diagram: demonstrates how exam proctors utilize the detection 

system through six primary functions: simulate, extract, detect, classify, alert, and review. 

 

Figure 5. Use Case Diagram 

Finally, figure 6. Sequence Diagram: Depicts the communication flow between system 

components during classification, highlighting modularity and parallelism. 

 

Figure 6. Sequence Diagram 

Results and Discussion 

The proposed detection model was tested on a simulated dataset containing two types of user 

behavior: 

Normal: Smooth, natural cursor movement 

Suspicious: Erratic, abrupt, or unnaturally fast movements, possibly indicatingcheating or 

unauthorized activity 
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The XGBoost classifier was trained on the extracted feature set and evaluated using standard 

classification metrics to assess its effectiveness in distinguishing between these behaviors. 

Confusion matrix and performance metrics 

The confusion matrix in Table 9 summarizes the binary classification outcomes for the 

XGBoost model on the test set: 

Table 9. Confusion Matrix for XGBoost 

 Predicted Normal Predicted Suspicious 

Actual Normal 82 (TN) 76 (FP) 

Actual Suspicious 66 (FN) 76 (TP) 

This matrix reveals that while the model correctly identified 76 suspicious sessions, it also 

misclassified 66 as normal and falsely flagged 76 normal ones as suspicious. These results 

highlight the classifier’s sensitivity and the importance of refining feature extraction to reduce 

misclassification. 

Classification report 

Table 10 presents detailed metrics (precision, recall, F1-score) for each class. 

Table 10. Classification Metrics for XGBoost 

Metric Class 0 (Normal) Class 1 (Suspicious) Macro Avg Weighted Avg 

Precision 0.52 0.54 0.53 0.53 

Recall 0.55 0.50 0.53 0.53 

F1-Score 0.54 0.52 0.53 0.53 

Support 148 152 300 300 

The overall accuracy is 53%, reflecting a modest yet functional level of separation between 

the two classes within a simulated environment as noted from figure 7. 

 

Figure 7. Classification Performance Metrics by Class 
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Feature importance 

The following features identified using SHAP analysis had the highest impact on 

classification decisions: 1) Mean Speed; 2) Acceleration Variability; 3) Pause Count; 4) 

Movement Angle 

These behavioral indicators are essential for distinguishing steady user interaction from erratic 

cursor patterns. 

Feature distribution insights 

To explain the features, figure 8 illustrates the distribution of key mouse movement features 

across sessions: 

Speed: Right-skewed, with occasional spikes 

Acceleration: Similar to speed, with peaks during abrupt behavior 

Angle: Roughly uniform, indicating varied cursor paths 

Pause Duration: Generally low or absent, matching fluid navigation 

 
Figure 8. Distributions of Mouse Dynamics Features 

Discussion and Future Works 

Although the overall accuracy is still moderate, the results show the potential of the proposed 

approach in achieving high classification performance through the use of simulated behavioral 

data and the application of lightweight ensemble methods. This shows the potential of the 
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proposed approach in supporting the main hypothesis of the research, which is the use of 

engineered mouse dynamics features, without the need for biometric sensors, can efficiently 

identify unusual behaviors. 

To enhance the overall relevance of the proposed approach, the following extensions are being 

considered: 

Using real-world mouse movement data to test the overall performance of the proposed 

approach across different user environments. 

Extending the overall feature space of the proposed approach to include session context, user 

intent, and platform interaction data. 

Using alternative techniques for model interpretability, such as the use of the LIME technique 

in addition to the SHAP technique. 

Using the proposed approach in real-world scenarios, such as real-time testing systems and 

cloud-based remote proctoring systems. 

The proposed approach has the potential of being used as a viable, explainable, and 

lightweight solution for real-time proctoring and cloud-based security. 

Conclusion  

This research has reconfirmed the potential of relying on mouse dynamics and lightweight 

machine learning techniques for the purpose of detecting suspicious behaviors in an online 

examination process. By simulating the process of users and deriving engineered behavioral 

features such as the speed of movement, accelerations, and direction changes, the research 

has proposed an effective framework. The use of an XGBoost classifier in an ensemble voting 

process has helped the model strike the right balance between the accuracy of the model and 

the level of interpretability. Although the accuracy of the model in the simulated environment 

is moderate, the model has successfully identified different patterns of behavior, which 

reconfirms the hypothesis of the research. This research has proposed an initial direction 

towards the development of an effective framework for the purpose of detecting behavioral 

anomalies. The results of the research are encouraging not only for the purpose of online 

proctoring but also for the purpose of broader research in the area of cybersecurity. 
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