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Keywords: HMIS software in X Hospital using ISO 25023 which focused on the
Hospital Management security aspects of the outpatient service module and drug services in
Information System the outpatient pharmacy unit. The security aspect based on the ISO
Security Audit 25023 standard consists of five main characteristics, namely:

confidentiality, integrity, non-repudiation, accountability —and
authenticity. In the early stages, calculations are carried out to find the
value of each measurement standard which is denoted by (X). The X
value is based on the standard calculation range of values 0 and 1. The
threshold value is determined at 0.80 to categorize the point quality
whether it is not good or has met the ISO 25023 quality point. The results
of software quality measurements show Internal Data Corruption
Prevention is worth 0.75 and is at below a predetermined threshold
value. Based on these results, it is recommended to improve one of them
by replication the database to minimize the possibility of Internal Data
Corruption Prevention. In this study, all aspects of software quality have
an average value above the threshold, so it can be concluded that HMIS
in RS X meets ISO 25023 standards.

Introduction

Along with the development of digital transformation in health care facilities such as hospitals
that are getting bigger, the security risks inherent in information are also getting bigger.
Hospitals really need to protect the security of data assets, considering that data assets are an
important part of the continuity of the hospital's operational processes. In connection with the
protection of data and information assets in the hospital, it has become a requirement for the
hospital information technology team to conduct a security audit of the hospital management
information system (HMIS), which has never been done before (Kemboi, 2020; Amankwah,
2019; Yuhana Ashikin, 2020).

An audit is needed to find out the current condition compared to the real condition. One of
the latest standards published by the International Organization for Standardization (ISO) for
Measurement of System and Software Product Quality is ISO 25023 (Nasional, 2009;
Komiyama et al., 2020; Aziz et al., 2018). This standard is a guideline and principles for
initiating, implementing, maintaining, and improving information security management
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within an organization and to provide guidance on developing organizational security
standards (Xu et al., 2013; Ganji et al., 2019; Ganji et al., 2019).

In this study we measure software quality using ISO 25023 with focusing on security aspects.
We apply measurements to the HMIS that has been used by X Hospital located in Sidoarjo
district in carrying out operational services to patients. This HMIS has been implemented in
RS X since 2019 and until now there has never been a measurement of software quality on
the security aspect. The service module that will measure the quality of the software is the
outpatient service module and drug service in the outpatient pharmacy unit (Craig et al.,
2001). This service module was chosen due to the high number of patients that must be served
in one day and this module has implemented electronic prescriptions. This research is
expected to provide recommendations for system improvement on security aspects according
to the ISO 25023 standard which includes Confidentiality, Non-repudiation, Accountability
and Authenticity (Saptarini et al., 2017; Correa et al., 2022).

HMIS in RS X uses the Hypertext Pre-processor (PHP) programming language with the
Codelgniter and PostgreSQL frameworks as databases. The Codelgniter framework is one of
the most widely used PHP frameworks for developing websites (Da-gang, 2009). Codelgniter
was chosen because it has very rich functionality to speed up website development and
provides a lot of security to prevent applications from different attacks (Solanki et al., 2017;
Adamu et al., 2020).

This research was conducted in several stages of the work process. The first stage includes
the main roles and functions of each HMIS user. The second stage will define the aims and
objectives of each security aspect measurement standard to calculate the system according to
ISO 25023 standards. The calculation standards used are standard values of 0 and 1. The final
stage is data analysis. The results of the study can be used to formulate recommendations for
improving the quality of HMIS security in X Hospital.

Methods

The methodology used for measuring security quality at HMIS using ISO 25023 can be seen
in Figure 1 below.

o Da?ta Measurement Method Analysis Results
Analysis
Confidentiality Integrity
Analysis of Hospital Non-Repudiation Authenticity Analysis Results of
Management Information » ] ISO 25023
System

Accountability

Security Measurement based
on SO 25023

Figure 1. Research Methodology

Based on Figure 1, it shows that data collection through the HMIS direct observation method
used in X Hospital is based on predetermined metrics. Measurement of the five aspects of
HMIS security quality can be explained as follows:

Confidentiality
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The confidentiality aspect has 3 quality points, namely: 1) Access Controllability which
measures the proportion of data confidentiality that is protected from unauthorized access; 2)
Data Encryption Correctness which measures the correctness of the application of
encryption/description whether it is in accordance with the requirement specifications; 2)
Strength of Cryptographic Algorithms which measures how many cryptographic algorithms
have been used.

Integrity

The Integrity aspect has 3 quality points, namely: 1) Data Integrity conformance which
measures the extent to which the destruction or modification of data is protected from
unauthorized access; 2) Internal Data Corruption Prevention which measures the extent to
which prevention methods are available in terms of data destruction; 3) Validity of Array
Accesses which measures the extent to which each input is validated for user access rights.

Non-repudiation

The non-repudiation aspect has quality points, namely: the use of digital signatures which
measures the proportion of events that are processed using digital signatures.

Accountability

The accountability aspect has 2 quality points, namely: 1) Access Auditability which
measures how complete the system can monitor and record user access activities to certain
resources or data; 2) System Log Retention Conformance which measures what percentage
of log duration is stored with stable storage.

Authenticity

The authenticity aspect has 2 quality points, namely: 1) Authentication Protocol Conformance
which measures how well the authenticate system can identify subjects or resources; 2)
Authentication Rules Conformance which measures the proportion of authentication rules
required to establish that a system is secure.

Results and Discussion

The initial stage of measuring HMIS security quality is by calculating the value of each
measurement standard which is denoted by (X) (Nasional, 2009). The X value is based on the
standard calculation range of values 0 and 1. The steps for measuring the quality of security
based on ISO 25023 are divided into 5 main characteristics (Nasional, 2009).

Confidentiality

Confidentiality section, have 3 quality points which are the main focus of measurement,
namely Access Controllability, Data Encryption Correctness, and Strength of Cryptographic
Algorithm.

Access Controllability is measured by counting how many features on the HMIS menu can
be accessed without access rights or login. HMIS uses the Codelgniter framework which has
standard security and session functionality which requires that access to features on the menu
must already have a login and the session validity period has not expired.

HMIS already has a feature for setting user access rights to each feature on the menu. From
these data it can be calculated that the value of Access Controllability at HMIS has a value
of:

Data Encryption Correctness is calculated by checking the correctness of the application of
encryption in the process of exchanging data on the internet. One of the methods that can be
used for encryption is the SSL method. SSL aims to provide public key authentication and
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certificate-based private keys that are used to create session keys, and secret data traffic
security based on symmetric keys (Das & Samdaria, 2014).

HMIS already has an SSL certificate so that website access uses the https protocol so that data
exchange is not found without proper encryption. From this data it can be calculated that the
Data Encryption Correctness value at HMIS has a value of 1. Strength of Cryptographic
Algorithm can be measured by calculating how much the system has accommodated
cryptographic needs. HMIS only uses algorithms cryptography to change password characters
that have been stored in the database according to (Andress, 2014). So that the Strength of
Cryptographic Algorithm has a value of 1 because no algorithm requirements are found other
cryptography that has not been implemented.

Confidentiality Confidentiality
: Quality Points Value
08 Access Controllability 1
Data Encryption Correctness 1
Strength of Cryptographic Algorithm 1

Access Controllability Data Encryption Strength of
Correctness Cryptographic Algorithm

Figure 2. Confidentiality Measurement Result
Integrity

Integrity section, have 3 quality points which are the main focus of measurement, namely
Data Integrity conformance, Internal Data Corruption Prevention, and Validity of Array
Accesses.

Data integrity conformance can be measured by measuring the system's capability against
data damage threats such as Cross-Site Scripting, Cross-site Request Forgery, Cookie Attack,
Sql Injection. Prevention of these 4 types of threats can already be handled by the system by
implementing the Codelgniter framework library (Solanki et al., 2017).

HMIS was developed using the Codelgniter framework and has implemented a library for
prevention of these 4 types of threats, so Data Integrity conformance has a value of 1. Internal
Data Corruption Prevention can be measured by the extent to which the availability of
methods has been applied to several possible damages, such as damage to the hardware level
and storage (Bairavasundaram et al., 2008) and damage to the Database Management System
(DBMS) level (Bohannon et al., 2003). For damage prevention at the hardware and storage
level, the HMIS server has implemented Redundant Array of Independent Disks (RAID)
(Shooman & Shooman, 2012) level 5. Prevention at the DBMS level can be done with DBMS
replication and data backup (Amrullah, 2023), in this case the HMIS database has been backed
up. regularly on cloud servers, but have not implemented the DBMS replication method, so
Data Corruption Prevention on HMIS has a value of 0.75. The validity of Array Accesses can
be measured by measuring the extent to which user input is validated. According to (Saidhi
et al., 2023) the Validity of Array Accesses can be measured by 11 kinds of input validity as
can be seen in Table 1.

Table 1. Validity Of Array Accesses Measurement

Validity of Array Accesses Available on system
\Validate input attribute with value true or false Yes
Implement code validators like required, in, date etc Yes
The validation of the login attribute value is that the user is still valid Yes
\Validate attribute values according to table data types Yes
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\Validate if the attribute accepts a valid file upload yes
Attribute value validation is in the specified parameter range No
Attribute length validation has a certain length Yes
Attribute value validation is a number Yes
\Validate attribute values with customizing error messages Yes
Attribute value validation is not null or empty value Yes
Attribute validation if it meets certain conditions Yes

In Table 1 HMIS implements 10 of 11 types of input validity so that the Validity of Array
Accesses has a value of 0.90.

. Integri
Integrity - - gnty
Quality Points Value
L Data Integrity conformance 1
— Internal Data Corruption Prevention 0.75
Validity of Array Accesses 0.9

I x
Data Integrity Internal Data validity of Array
conformance Corruption Prevention Accesses

Figure 3. Integrity Measurement Result
Non-repudiation

Non-repudiation measures the extent to which any action or transaction made by a user can
be accounted for and cannot be rejected if necessary. Non-repudiation has a digital signature
utilization quality point that measures the proportion of events that are processed using a
digital signature. HMIS only applies digital signatures to electronic prescriptions. HMIS has
limited access to making electronic prescriptions to doctors, dentists and veterinarians
according to (Pravika, 2019). From these data it can be calculated that the Non-repudiation
value has a value of 1.

Accountability

The Accountability section has 2 quality points which are the main focus of measurement,
namely Access Auditability and System Log Retention Conformance.

Access Auditability can be measured by measuring the ability of the system to record all user
access activities in each feature on the menu. The HMIS used for this study has recorded users
accessing the features on the menu so that the Access Auditability value is 1. From these data
it can be calculated that the Access Auditability value at HMIS has a value of 1. System Log
Retention Conformance can be measured by measuring how long the log period is maintained
in stable storage and the retention period required to maintain system logs in stable storage.
All feature access on HMIS is recorded in the system log and data backup on the nas server
without storage allocation limitations. So that the System Log Retention Conformance value
is 1.

Accountability
Quality Points Value
1.5 Access Auditability 1

1 System Log Retention Conformance 1

Access Auditability  System Log Retention
Conformance

Accountability

Figure 4. Accountability Measurement Result
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Authenticity

Authenticity section, have 2 quality points which are the main focus of measurement, namely
Authentication Protocol Conformance and Authentication Rules Conformance.

Authentication Protocol Conformance can be measured by measuring the system's ability to
identify subjects or resources. HMIS has implemented a Password Authentication Protocol
which validates the user's identity by comparing the password entered by the user with that
stored in the database. So that Authentication Protocol Conformance on HMIS has a value of:

Authentication Rules Conformance can be measured by measuring the ability of the system
to apply authentication rules to ensure that the system is secure. According to (Maulana et al.,
2020) to secure the suitability of authentication it is proposed to use 9 kinds of authentication
rules as can be seen in Table 2.

Table 2. Authentication Rules Conformance Measurement

Authentication Rules Conformance Available on system
Defining identity class No
Login and logout Yes
Session based login Yes
Access control filters Yes
Handling of authorization results Yes
Role-based access control Yes
configuration permissions with permissions manager Yes
Defines an authorization hierarchy Yes
Using business rules Yes

In Table 2 HMIS fulfills 8 out of 9 authentication rules so Authentication Rules Conformance
has a value of 0.89.

o Authenticity
Authenticity Quality Points Value
1.05 Authentication Protocol Conformance 1
; ‘ Authentication Rules Conformance 0.89
‘H"‘ \ \ |

Authentication Protocol Authentication Rules Conformance
Conformance

Figure 5. Authenticity Measurement Result
Conclusion

In this study, we measured the quality of software using the PHP programming language with
the Codelgniter framework and PostgreSQL as databases. Measurements were carried out
using the ISO 25023 standard with limitations focusing on five security aspects, namely:
Confidentiality, Integrity, Nonrepudiation, Accountability, and Authenticity. From the
measurement results, a threshold value of 0.80 is determined to categorize the quality point
whether it meets ISO 25023 quality points. From the results of software quality
measurements, the Internal Data Corruption Prevention quality point is 0.75 and is below the
predetermined threshold value. Based on these results, it is recommended to improve one of
them by mirroring the database to minimize the possibility of Internal Data Corruption
Prevention. In this study, all aspects of software quality have an average value above the
threshold, so it can be concluded that HMIS in RS X meets ISO 25023 standards.
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