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Received 09 August 2024 which is home or office door security. Initially, home or office door
Received in revised form 05 security was only with ordinary padlocks or door keys found in most
September 2024 houses in Indonesia which had shortcomings in terms of security and
Accepted 28 September 2024 effectiveness. In the current era of digitalization, almost every line of
human activity is no exception, technology is currently continuously
Keywords: developing more rapidly. This can be observed through the many
Door Locks sophisticated equipment that utilizes technology so that the work system
Pins can run automatically. Of course, this makes it much easier for someone
Arduino IDE Development to carry out their activities and the work they do is also more efficient.
Applications This research aims to design a door lock system that is able to increase

security, effectiveness and comfort in accessing rooms, both home and
office. This system utilizes an Arduino microcontroller as the brain of
the system, a keypad as input for entering the PIN code. Users are
allowed to open the door simply by entering a predetermined PIN code.
The main advantage of this system is its ease of use and a better level of
security compared to conventional door locks. The results of this
research are a pin-based door lock system using Arduino and keypad.
This system uses the Arduino IDE development application for writing
program code and Proteus for work simulation.

Introduction

Currently, there are many jobs that are done using computerization or automation. One
example is the use of technology to open or close doors automatically. Often this is used for
large doors to make it easier because it definitely requires more power when done manually.
Therefore, based on this explanation, a tool will be created that is able to operate the door
automatically, both opening and closing it. The use of automatic locks or digital keys for
property owners is quite important (Lontoh et al., 2017). Because houses, buildings and
various places that store many valuable assets certainly require extra security. Digital lock
technology offers an automatic door lock system that provides multiple levels of security.
Implementing a digital lock system is one of the best ways to secure valuable items from
various unwanted possibilities (Adkins et al., 2020). Compared to conventional locks, of
course this system will provide various benefits, one of which is practicality, which is often a
drawback of conventional locks. By using an automatic door lock, there is no longer a need
to carry a key and look after it while traveling, because the security system uses advanced
technology (Setiawan et al., 2022)

Automatic door mode that can only move if automatic mode is activated on Android, for
Android phones or active control mode if automatic mode is disabled (Saputro, 2023). The
working system in this tool is based on commands from Android, if the PIR sensor is off and
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the door is closed then the locking process can be carried out (Tajadod, 2021; Mostakim et
al., 2020). The maximum distance for door and Bluetooth controls is 1-50 meters in open
spaces, but with obstacles, the maximum control distance is 45 meters. However, this research
still has shortcomings, namely not being able to use a motor with a voltage of 12 V so that the
driver on the motor does not heat up quickly and not using a DC motor to make the work
process easier, with these shortcomings the results of this research are not good (Setiawan et
al., 2022)

Making tools with door control systems and electrical automatic equipment with PIR sensors
and SMS gateways as keys to systems executed with SMS commands. Meanwhile, the pir
sensor detects the presence of someone at the door (Samsuddin et al., 2020). The way this
system works is that when the user opens the main door, the user will enter a command via
SMS and it will be sent to the microcontroller to be processed as an input command, then the
door will open if moved with a servo motor and the door will be locked using a solenoid.
However, in this research there are still shortcomings, namely that the door can only be opened
using SMS, which nowadays only a small number of people still use SMS (Adella et al., 2020;
Purnama, 2013; Rahajoeningroem, 2013).

The door security system with pins using Arduino and keypad has several advantages which
are the objectives and benefits obtained in its application, including increasing security
(Sayeduzzaman et al., 2024), ease of use because there is no need for a key and the pins used
can be adjusted according to needs. This system is designed using an Arduino microcontroller
UNO is the controller and reads all input given on the iPhone keypad which is displayed on
the LCD and is indicated by a red light for the door is locked and green means the door is
open. In designing this system, software and hardware are needed. Software design is focused
on developing Arduino programs by utilizing the Arduino IDE development application to
write program code. Meanwhile, to simulate using the Proteus application. Based on the
above, the author intends to continue further research by adopting the case above as a project
entitled. "Design And Design Of An Arduino Based Automatic Door Lock Using Pin
(Personal Identification Number)".

Methods
System Planning

System design is carried out when the supporting theory on which this final assignment is
based is sufficient. This planning is carried out in line with the supporting theory that is owned
and will be applied in the design and manufacture of tools whose aim is to match the desired
results. In this case, the design includes hardware in the form of designing electrical,
mechanical circuits, and also software from programs that have been created. The initial stage
in the hardware design process is making a prototype of the house door that will be installed
with grendel and servo motors. The next step is to connect all the components such as the
Arduino Uno, servo motor, LCD, and 4x4 type membrane keypad using jumper cables. This
hardware design was carried out seriously and really took into account the placement of each
component so that it looked neat.

System Design

System design is the planning and development of system specifications to meet specified
goals and needs. This involves identifying required components, selecting specifications, and
thinking about how those components will work together to meet the end goal. System design
involves analysis, conceptual thinking, and determining system specifications to ensure that
the resulting system will be efficient, effective, and easy to use. (Martani & Arfiani, 2022)
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Figure 1. System Design Scheme

The flow diagram block related to system design is explained through pictures. The diagram
is a visual representation of a particular process, system or workflow using several symbols
or blocks to represent an individual element of the system. The goal is to make interaction in
each part easier.

Use Case Diagram

Case Diagram One type of UML (Unified Modeling Language) diagram is a use case diagram
which is used to provide an overview of the interaction between users (actors) and the system.

Q

Opening automatic
» | doors without a physical
key but using a PIN

Figure 2. Use Case Diagram
Flowchart

A flowchart can be understood as a flow diagram that shows an overview of performance or
processes in visual form using several standard symbols. The workflow or process of
planning, analyzing and improving the system is depicted through a flowchart. Flowcharts
can also help in visualizing how a system works, showing the relationships between steps
and making it easier to identify problems or deficiencies in the process. The following is a
flowchart display of the research system design carried out.
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Figure 3. System Design Flowchart
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Hardware Design Scheme

The design circuit framework in this study can show the manufacture of hardware in the form
of an automatic lock system and various interrelated components. The following is a
schematic image of the circuit created:

Figure 4. LCD network

The LCD circuit is connected to the Arduino UNO so that the LCD can light up when it has
been programmed using LiquidCrystal which functions to determine the pins used and
commands to write characters on the LCD.

Figure 5. Picture of the Keypad network

The Keypad circuit is connected to the Arduino UNO so that the Keypad can be used when
it has been programmed using Keypad.h which functions to determine the pins used and
commands to write characters on the LCD.

Figure 6. Hardware Network

The Hardware series functions as a place to install the components used to make automatic
door locks.
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CIRCUITRDIAGRAM 5

Figure 7. System Network

The image above explains a system circuit consisting of several hardware components where
the aim is to carry out an automatic lock scheme using a PIN.

Results and Discussion
Implementation

Implementation is defined as a stage in a design, namely when a plan or design that has been
created is changed into a system so that it can be used. Generally, implementation will involve
several activities such as development, configuration, testing and maintenance aimed at
ensuring that the final result conforms to the initial objectives, specifications and established
standards. So that the design of an automatic door locking system using a PIN can be used
well by users and can provide input to the writer who made the design so that they can make
improvements so that in the future it can be used even better. (Gultom & Susanto, 2020)

Tool Implementation

This hardware design is carried out by making mechanical and electrical designs. Apart from
that, the aim of this design is to provide a clear picture regarding the circuit design and the
various components needed in it.

Figure 8. Automatic Door Lock Prototype
Software Implementation

The program preparation was carried out using Arduino Software (IDE). IDE is a piece of
software that is useful in developing microcontroller applications. IDE functions include
writing source programs, compiling, uploading compilation results, and testing.
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Figure 9. Arduino software
The checklist image as a verify menu symbol has a function to check whether the program is
written correctly or incorrectly or if an error is possible. The arrow image to the right for the
upload menu functions to send the program that has been created in the Arduino software to
the Arduino hardware. The image that looks like a piece of paper is the New menu with the
function of creating a new page in programming. The image of the arrow pointing up is the
Open icon, its function is to open a program that has been saved or created by the Arduino
software manufacturer. The downward arrow image for the save menu functions in saving
programs that have been created or modified. The serial monitor menu is symbolized by the
image of a magnifying glass. The function of this menu is to display or send serial
communication data when sent from the Arduino hardware.

Test result

Every component that is interrelated with the door locking system is tested. The purpose of
this test is to determine the suitability of the function carried out with the researcher's
expectations. The implementation of testing is based on each supporting circuit as a whole. In
testing this tool, all components that have been installed and the program become a miniature
Automatic Door through the use of a PIN. The way to carry out the test is by entering the
password on the 4x4 Matrix Keypad. The following is a picture when the Arduino is connected
to the Arduino IDE application on the laptop.

Figure 10. Image of the connected Arduino
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Figure 11. Arduino coding display when opened

If you enter some initial settings in the Arduino IDE application, the initial display will be as
below. This initial setting is used to display text when the automatic door lock is started to be
used.

Figure 12. Arduino IDE display

The results of programming in the Arduino application will produce an initial display on the
LCD screen when the door is opened, the initial door state is automatically locked and then
writing will appear according to the settings in the Arduino IDE application.

ST

Figure 13. Initial LCD Display
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Next, the LCD will display a command to enter the password that was previously created.
Below is the program used to create this display.

- o
b

Figure 14. Program for Entering Password Display. The program above produces a display for
entering password on the LCD

| resccctasaue I

Figure 15. LCD screen displaying enter password

The program displays "enter password" as shown in the image above. Next, the password that
has been entered will be checked via the microcontroller. If you enter the wrong password,
there will be a notification display on the LCD. Meanwhile, if you have entered the correct
password, the display will be different. Part of the program is as shown in the image below.

G o s by

Figure 16. Incorrect and Correct Programming
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From the programming above, if the password entered is incorrect, the display that will appear
on the LCD screen on the door is as follows:

Figure 17. LCD display if the password is incorrect

From the programming above, if the password entered is incorrect, the display that will appear
on the LCD screen on the door is as follows:

Figure 18. LCD display if password is correct

The servo motor will activate and the door will automatically open when the password entered
is correct. Conversely, if you enter the wrong password, a prompt will appear to re-enter the
correct password after 10 seconds. If the user wants to open the door from the inside, just
press the push button (Novianti, 2019).

From the results of this research, an Arduino-based automatic door lock system with the use
of'a PIN number offers an effective solution in securing homes and offices. This system solves
several problems related to traditional locking systems and offers enhanced safety, utility, and
adaptability (Dekker et al., 2008). Mechanical locks introduced here come with physical keys,
and these are easily lost or duplicated leading to great insecurity. On the other hand, using
digital PIN-based system erases the above vulnerabilities, supporting earlier studies that call
for an implementation of digital security measures (Lontoh et al., 2017).

Its most significant form of integration is with the Arduino microcontroller, which forms the
core of the processing precinct, receiving input commands from the keypad and issuing output
instructions to the servo motor and LCD screen. Supplementing the Arduino board, the
Arduino IDE was proven to be a proper tool for programming since it supported smooth
communication with components integrated into the circuit (Blum, 2019; Pradhan, 2017;
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Kuzlu et al., 2023; Prabhu & Urban, 2020). This has been supported in multiple studies that
demonstrate the modularity and simplicity of Arduino systems in security applications
(Martani & Arfiani, 2022). The findings of this study support the efficiency of the Arduino-
based system in providing appropriate and proper responses that concern pins, as evidenced
by the servo motor unlocking and locked the door following distinct instructions appropriately
(Kaul, 2023).

However, functional success implies that there are some restrictions that should not be
overlooked (Morgante & Peverati, 2020). I noticed one major problem, namely the use of the
4x4 matrix keypad for entering the PIN number. Although this design is simple and easy to
navigate, it also has a weakness. It raises questions about the actual security of the system
because it encourages people to use weak passwords like their birth numbers, names or
anniversary dates, etcEarlier research has also pointed out the issue about the usage of PINs
in the security systems for emphasizing educating users about the choice of strong and
powerful PIN code (Samsuddin et al., 2020). This is true whether the system employs
biometric recognition as a back-up feature or uses fingerprint scanners or RFID tags to
improve security as well as address the risks inherent in the PIN based systems (Gultom &
Susanto, 2020).

As is expected, the hardware components of this system, especially the servo motor, also
passed the tests well. The motor was able to execute the instructions given to it appropriately
and open and close the door as required (Ito et al., 2022; Hasibuan et al., 2021; Chen et al.,
2020). However that was an issue with the motor driver system and was noticed during the
longer tests. Taking into account the execution of the above-mentioned system, the motor has
voltage limitations, so certain problems arise in its work, for example, overheating in case of
long-time operation. Setiawan et al. (2022) pointed out the same problem, according to which
motor overheating is quite frequent for automated door lock systems. In this regard, the
subsequent versions of the system should adopt a DC motor that possess better voltage
resistance together with appropriate heat sinks on the circuit board used. Such change would
improve on the robustness and dependability of the system especially in areas where the lock
is put to frequent gebruik (Serfontein, 2024).

In addition, the current design does not include a back up power source for contingencies such
as power losses that may render the system nonfunctional at some point (Ukil et al., 2020).
The unsatisfactory adaptability to power failures could be solved through adding a backup
power source (for example, a battery) or by designing the system to switch to manual usage
in case of power failure. This has been seen in the literature for automated door locks, as
several of the papers have pointed to the need to have backup power supply to support the
system (Adella et al., 2020). There is also an additional option of enhancing the system
reliability through adding a cloud-based monitoring system that gives notifications of power
problem.

Taking some time to highlight the activities that were carried out during development of the
project, it was found that the utilization of the Arduino Integrated Development Environment,
or IDE for programming was of great help (Kondaveeti et al., 2021; Tupac-Yupanqui et al.,
2022). The given software ensured that it was easy to interconnect all the various pieces of
hardware so that the system’s response was conforming to the user inputThe specific change
in the use of LCD display to give real-time response to the users made the system more usable
by providing the user readable icons that showed whether the door was locked or opened or
whether a wrong PIN was entered (Reiss, 2012; Noyes & Baber, 1999). These interactions
enable the satisfaction of needs for the users because previous studies have indicated that easy-
to-navigate interfaces significantly determine the uptake of digital security systems (Novianti,
2019).
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However, the defined system still holds potential for improvement in the overall user interface
which includes the mobile integration where one can open the door lock via his/her cell phone
(Hazazi, 2024). This would be more convenient and more flexible because the users at times
they cannot physically be at that place. Research has shown that mobile integration enhances
user experience and convenience in the smart home systems such as IoT in smart home
systems by providing real-time alert and remote access among others (Gultom & Susanto,
2020; Domb, 2019; Talal et al., 2019; Yar et al., 2021). The current system could be extended
in this direction by incorporating Bluetooth or Wi-Fi modules whereby the users can operate
the lock using their cellular phones.

Despite the fact that this study was done using a simple PIN based system, the findings show
that there could be added security is added in future versions of the system. An enhancement
regarding this aspect is the biometric forms of authentication such as finger prints or face
patterns which if incorporated in the system, would enhance security. Biometric systems are
considered to be more secure than PIN based systems since they use physical features which
cannot be imitated or taken from someone (Samsuddin et al., 2020). Implementing such
features into the present system not only has the effect of improving security, but also some
of the issues of PIN insecurity such as PIN guessing attacks due to simple or common PINs
(Khan et al., 2020).

Another area of future possibilities is the use of multiple factors of security and control with
the given application. Multi-factor authentication based on the concept of using something
that is known to the user and something that is possessed by the user in the form of a PIN
number, a smartphone or an RFID card has been widely accepted as a means of increasing
security. On the same note, studies have revealed that the systems that incorporate MFA are
much more secure as compared to the one that use only a single factor (Adella et al., 2020).
Such approach may be applied to the current system and provide more efficient security
measures without negative impact on its usability.

The outcomes of this research support the findings done towards other automated door lock
systems, especially those that are based on Arduino technology. Lontoh et al. (2017) also
observed the same results in their study of an Arduino based Bluetooth enabled door lock
wherein the authors highlighted that the proposed system offered better security and
operational convenience than conventional locks. Despite this, the present study has stalled
beyond the previous reports by calling for sophisticated security elements and highlighting
the drawbacks of the current systems that comprise power management and motor
performance. Setiawan et al. (2022) studying the application of Arduino in door lock systems
adopted similar manner which was however desecrated by the type of hardware used that
caused the system to strain under high usage. In this work we extend their research by
suggesting certain modifications in the frame of the robot’s construction which implies
employing a DC motor and more effective power supply system. Furthermore, this study has
also pointed out the need to consider the user interface design which was not well focused on
in the previous literature.

Conclusion

The results of the design and tests that have been carried out on the Arduino-based automatic
door locking system with a password show the conclusions. Making an automatic door locking
system via PIN can be done using the ATMega328 microcontroller. The control center and
circuit were created and programmed using the Arduino IDE software. The Arduino Uno
microcontroller is capable of controlling the working system of automatic door locks using a
sequence of programming language instructions, namely C++.
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Suggestion

Based on the results of the tests that have been carried out, the author provides suggestions so
that further development can be carried out in the future. This automatic locking device using
a password can also be done by utilizing the addition of other security sensors. Examples
include using fingerprints, RFID, voice sensors, or through the use of other Android programs.
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