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Governance Maturity Managed Configuration, and BAIl1—Managed Projects. The research
Maturity Evaluation methodology included observation, domain-based question formulation,
IT Security Industry RACI interviews, data collection, and question validation testing, with

maturity calculation performed using appropriate formulas. Results
indicate that most domains are at Level 2 (Managed), with significant
contributions to maturity at Levels 3 and 4. Significant gaps were found
between the current state and the desired maturity targets for many
domains, such as APO03 and BAIO3. The percentage contribution from
Level 2 is the highest, while contributions from Levels 3 and 4 vary, with
very low contributions from Level 5. The total maturity score is 2.49,
with percentage contributions from Levels 2, 3, 4, and 5 being 74%,
26%, 11%, and 3%, respectively. Recommendations include improving
processes to achieve Levels 3 and 4 across more domains and investing
in training and development for relevant teams.

Introduction

The IT security industry is growing rapidly as cyber threats are increasingly complex and
diverse. Organizations in this sector are faced with the challenge of protecting sensitive data,
systems, and infrastructure from increasingly sophisticated attacks. Along with that, effective
information technology (IT) governance is a must to ensure that IT security efforts are well
integrated into an organization's business strategy and are able to respond to threats quickly
and efficiently (De Haes et al., 2020; Fianty & Brian, 2023). COBIT 2019 is one of the most
globally recognized frameworks in terms of IT governance and management (Pistikopoulos,
2024; Solikhah et al., 2024; Christiadi & Sutomo, 2023). This framework provides a
comprehensive model to help organizations achieve their strategic goals through effective
management and control of information and technology. COBIT 2019 incorporates relevant
principles, practices, and tools to ensure that IT supports business objectives well, including
in the context of IT security (Atrinawati et al., 2021; Jawad et al., 2023). This study aims to
evaluate the maturity of IT governance in the IT security industry using the COBIT 2019
framework. This research (Lumingkewas et al., 2023; Johanning, 2023). focuses on several
key domains in COBIT 2019 that are relevant to IT security, namely APOO3 (Architecture
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Management), APO07 (IT Resource Management), APO12 (Risk Management), APO13
(Security Management), APO14 (Service Management), BAIO2 (Requirements Definition),
BAIO3 (Solutions Identification and Development), BAIOS (Availability and Capacity
Management), BAIO6 (Change Management), BAIO7 (Asset Management), BAIO9
(Configuration Management), BAI10 (Delivery Management and Support), and BAIl1
(Project Management). Each of these domains has a specific maturity target, which will be a
reference in this evaluation. By understanding the maturity level of IT governance in IT
security organizations, this research is expected to provide useful insights for stakeholders to
improve their governance processes and practices (AlGhamdi et al., 2020; Rabii et al., 2020;
Hasan et al., 2021; Taherdoost, 2022). This will contribute to increased effectiveness and
efficiency in dealing with IT security challenges, as well as support the achievement of the
organization's overall business objectives.

This study aims to evaluate the maturity of information technology (IT) governance in the IT
security industry using the COBIT 2019 framework. COBIT 2019 provides a comprehensive
guide to managing and organizing IT within organizations, ensuring that IT supports the
achievement of business objectives. Through this study, (Ishlahuddin et al., 2020; Audia &
Sugiantoro, 2022; Ramadhana et al., 2023) we wanted to assess the extent to which IT
governance processes and practices have been implemented in the IT security industry as well
as identify areas that need improvement. Specifically, this study will evaluate 13 domains in
COBIT 2019 that are considered important for IT security, namely APOO3 (Architecture
Management), APO07 (IT Resource Management), APO12 (Risk Management), APO13
(Security Management), APO14 (Service Management), BAIO2 (Requirements Definition),
BAIO3 (Identification and Development Solutions), BAIOS5 (Availability and Capacity
Management), BAIO6 (Change Management), BAIO7 (Asset Management), BAIO9
(Configuration Management), BAII0 (Delivery and Support Management), and BAII1
(Project Management). Each domain will be evaluated based on its targeted maturity level, to
provide a clear picture of the strengths and weaknesses in IT governance in the sector.

In addition, the study aims to provide recommendations that can be used by organizations in
the IT security industry to improve the maturity of their IT governance. By identifying gaps
between current practices and the standards recommended by COBIT 2019, organizations can
formulate appropriate strategies and actions to achieve higher levels of maturity. This is
expected to increase operational effectiveness and efficiency as well as the organization's
ability to respond to cybersecurity threats better.

Finally, this study also aims to enrich the literature on the application of COBIT 2019 in the
IT security industry. By presenting concrete case studies, this research is expected to be a
reference for academics and practitioners interested in the topic of IT governance and
information security. This research is also expected to contribute to the further development
of the COBIT framework and IT governance practices in general.

Methodology

The research was carried out in several stages, namely direct observation, preparation of
questions based on domains, RACI (Responsible, Accountable, Consulted, and Informed)
interviews and data collection, question validation tests, Maturity Level calculations and
Maturity Level analysis.

Observasi Penyusunan Wawancara
Pertanyaan RACI
model

Uji Validasi Perhitungan ,\ﬁgﬁiﬁ:
Pertanyaan Maturity Y

Figure 1. Research Stages
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Observation

Observation is a data collection technique in which researchers directly observe a process,
activity, or behavior in a relevant context. In this study, observations were made to understand
the practices and procedures applied in IT governance in the company that was the object of
the case study. These observations provide direct insights into implementations that may not
be visible through interviews or questionnaires.

Structuring questions by domain

The preparation of questions by domain is a step in which researchers design questionnaire or
interview questions that are specific to each of the 2019 COBIT domains. This question is
designed to evaluate the extent to which the practices that exist in the organization are in
accordance with the goals and criteria in each COBIT domain. For example, for the Align,
Plan and Organize (APO) domain, the questions will focus on how IT strategic planning is
done, how IT is integrated with business strategy, and how IT resources are managed.

RACI interviews and data collection

A RACI interview is an interview conducted to identify responsibilities, accountability,
consulting, and information (RACI) related to IT governance processes in an organization.
Through these interviews, researchers gather information about who is responsible for various
tasks, who to consult, and who needs to be informed about IT decisions. Data collection was
carried out by recording the results of interviews and related documents outlining roles and
responsibilities in the implementation of COBIT 2019.

Question validation test

A question validation test is the process of ensuring that the questions used in a questionnaire
or interview are relevant, clear, and capable of measuring what is intended. This involves
asking for feedback from experts or stakeholders on questions that have been drafted.
Validation is done to ensure that the questions cover all important aspects of the COBIT 2019
domain and do not contain ambiguities that could affect the data results.

Maturity calculation

Maturity calculation is the process of measuring the maturity level of IT governance practices
based on the data collected. Each COBIT 2019 domain has different criteria and maturity
levels, and the assessment is carried out using the appropriate formula to determine the
maturity level of each domain. For example, if you use a five-level maturity model, the
formula used could include a weighted assessment of the results of interviews and
questionnaires, which are then calculated to provide a maturity score. This score is then
compared to the 2019 COBIT standard to determine the level of maturity.

Maturity model analysis

Maturity model analysis involves evaluating the results of maturity calculations to identify
strengths and weaknesses in IT governance practices. The researcher compared the acquired
maturity score with the expected or targeted maturity level for each COBIT 2019 domain.
This analysis helps in identifying areas where improvements are needed and provides
recommendations based on the difference between the current level of maturity and the
desired level of maturity. The results of this analysis are used to compile strategic
recommendations to improve the maturity of IT governance.
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Results and Discussion
Domain-based maturity assessment

The maturity assessment was carried out on 13 COBIT 2019 domains with different maturity
targets. Here's a table showing the gap between the current state (As Is) and the maturity target
(Target) for each domain:

Table 1. gap analysis

Gap Analysis Target | Asitis | Gap
APO03—Managed Enterprise Architecture 3 2 1
APO(O7—Managed Human Resources 3 2 1
APO12—Managed Risk 4 2 2
APOI13—Managed Security 3 2 1
APO14—Managed Data 3 2 1
BAI02—Managed Requirements Definition 3 2 1
BAI03—Managed Solutions Identification & Build 4 2 2
BAIO5—Managed Organizational Change 3 2 1
BAIO6—Managed IT Changes 4 2 2
BAIO7—Managed IT Change Acceptance and Transitioning 3 2 1
BAIO9—Managed Assets 3 2 1
BAI10—Managed Configuration 4 2 2
BAIl1—Managed Projects 3 2 1

The table above shows that there is a significant gap between maturity targets and current
conditions across most domains. This gap indicates the need for improvement to achieve the
expected maturity target. Some domains, such as APO12—Managed Risk and BAI03—
Managed Solutions Identification & Build, have larger gaps, indicating that more effort is
needed to improve maturity in these areas.

Maturity assessment by level

This section presents the distribution of maturity scores by level and how they contribute to
total maturity. The following table shows the total score, total activity, and contribution for
each maturity level:

Table 2. maturity assessment

Total | Total Total Score / TSA [ Total TSAT*
Level Score | Activities Total Activities Score Activities Level
(TSA) (TSAT)

Level 2 128 173 0.740 0.653 1.31
Level 3 | 53.5 206 0.260 0.229 0.69
Level 4 8 76 0.105 0.093 0.37
Level 5 0.5 18 0.028 0.025 0.12
Sum 1.133 1.000 2.49

The table above shows the distribution of maturity scores at each level. From this table, it can
be seen that Level 2 contributed most of the score with a contribution of 1.31, while Level 3,
Level 4, and Level 5 contributed 0.69, 0.37, and 0.12, respectively. The total maturity score
obtained was 2.49, indicating that most of the maturity was at Level 2, with significant
contributions from Level 3 and Level 4.
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Contribution Percentage of Each Maturity Level

The following table shows the contribution percentages of each maturity level for the 13
domains evaluated. This percentage describes the contribution of each level to the total
maturity assessed:

Table 3. Table of Contribution Percentages for Each Maturity Level

Domain Level 2 | Level 3 | Level 4 | Level 5
APO03—Managed Enterprise Architecture 81.25% | 37.93% | 25.00% | 0.00%
APOO7—Managed Human Resources 75.00% | 12.50% | 12.50% -
APO12—Managed Risk 83.33% | 22.22% | 10.00% | 0.00%
APOI13—Managed Security 78.57% | 41.67% | 10.00% | 0.00%
APO14—Managed Data 75.00% | 19.05% | 11.76% | 0.00%
BAI02—Managed Requirements Definition 70.00% | 20.00% | 16.67% -
gﬁﬁ?—Managed Solutions Identification & 72.00% | 34.38% | 12.50% i
BAIO5—Managed Organizational Change 83.33% | 17.86% | 10.00% | 0.00%
BAIO6—Managed IT Changes 75.00% | 30.00% | 10.00% -
BAIO.7.—1\./Ianaged IT Change Acceptance and 72.00% | 20.45% | 0.00% | 0.00%
Transitioning
BAIO9—Managed Assets 75.00% | 19.23% | 12.50% | 10.00%
BAI10—Managed Configuration 70.00% | 41.67% | 0.00% | 0.00%
BAIl1—Managed Projects 69.35% | 26.67% | 8.33% -

The table above shows the contribution percentage of each maturity level for each domain
evaluated. From this table, it can be seen that the largest contribution generally comes from
Level 2, which reflects the current conditions are mostly at this level. The contribution
percentage of Level 3 varies across various domains, with some domains such as APO03 and
APOI13 showing significant contributions from Level 3. The contribution from Level 4 is also
seen in some domains, but very low at Level 5, suggesting that the achievement of higher
maturity is still very limited.

. As s

7 -
Target

6

Maturity Levels
» n

W
T

COBIT 2019 Domains

Figure 1. Maturity levels across domains

Slightly more detailed with the ‘As Is’ and ‘Target’ data represented by the fine-tuned bar
chart, the representation captures a much more detailed picture of IT governance maturity
within the organization across the domains of COBIT 2019. Unlike the data of a uniform
distribution described above, this analysis exposes the data closer to the real application of
NYCO’s AP&I, which some domains, including APO07 (Managed Human Resources) and
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BAIO3 (Managed Solutions Identification & Build), have already reached Level 3.
Nonetheless, several domains have remained at Level 2, pointing at the fact that there are still
basic but undeveloped best practices that need enhancement. The majority of target levels
primarily established at Levels 3 and 4 within all domains underscore the organisation’s long-
term planning to improve its IT governance framework which indicates the organisation’s
aspiration to move from governed processes to more optimised and developed governance
system. As such, the distribution indicates that although there has been an improvement in
certain areas, the rest require focused effort to be taken to the next level towards achieving
the organization’s strategic directions.

2.00f

Gap in Maturity Levels

COBIT 2019 Domains

Figure 2. Gap analysis

The second is a more refined gap analysis that provides a clearer and real picture of the gap
between current ‘As Is’ and ‘Target’ maturity levels in accordance to the COBIT 2019
domains. The gaps have now diversified to portray the organisation’s true problems facing it
in each of the domains. For instance, gaps in the range of APO07 (Managed Human
Resources) are relatively small and it can be inferred that these places are virtually on par with
their corresponding targets for maturity improvements. On the other hand, wider gaps in the
critical areas like APO12 (Managed Risk) and BAIO6 (Managed IT Changes) signify critical
gaps which renders the organisation vulnerable to operational risks in case they are not closed
as soon as possible. This increasing sophistication of the gap analysis helps demonstrate that
it is necessary to develop a targeted approach to the improvement of governance, where the
focus of resources and activities is dependent on the specific gap that needs to be addressed
and the role of the particular domain in an organization’s operations. It shows more accurate
picture of the organization’s IT governance environment, which makes interventions more
focused and efficient.

The new pie chart that portrays the contribution percentage of each maturity level is even
more appealing and makes a lot of sense when presenting the IT Governance maturity within
the organization. The maximum OBS from Level 2 indicates that though the governance
practices have been set up in the organization, yet they are still in the managed state and are
not as refined and efficient as in higher state of maturity. The high percentage at Level 3: 30%
and Level 4: 15% reveal that the organization is progressing in specific areas that have right
practices integrated with business goals where progress is being made through improvement
and augmentation. A relatively small proportion of Level 5 (5%) shows the ability of the
organization to meet the highest maturity levels but at the same time, it can be concluded that
only several business domains have been effectively improved. This distribution paints the
picture of an organisation that is already moving an extra mile in improving its IT governance
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maturity but there is still a lot to be done in order to attain and maintain a high level of IT
governance across all domains.

Level 4

Level 5

15.0%
5.0%

Level 3
30.0%

50.0%

Level 2

Figure 3. Contribution Percentage of each maturity level

The findings suggest that most domain is still now in a managed level (Level 2), but a clear
intention to evolve to the higher level of practices can be observed as the expected levels
varies at levels 3 and 4 in most of the cases. Such an ambition aligns with the recent advances
in the literature which identify not just the setting of controls but the integration of such
practices into the very DNA of organisational operations with the purpose of delivering
business value and strategic fit. The gaps that were established between the ‘As Is’ and
‘Target’ tons of maturity pointed to more challenges that organizations experience while
trying to make the leap from managed to optimized practices. These gaps are even more
apparent in fields like APO12 (Managed Risk) and BAIO6 (Managed IT Changes) due to
processes’ complexity and fast-evolving IT security environment (Widharto et al., 2022;
Syahputra et al., 2023).

That Level 2 contributions dominate the picture in total maturity reveals that, despite the
organizations recognizing central IT governance practices at a minimum, those practices
currently are not enrached, fully developed or interconnected across the enterprise (Baker &
Shortland, 2023; Yang, 2020). This is in line with other studies done in the field that show
that moving from managed to optimized IT governance is erupt or particularly in industries
that are experiencing mounting threats from technology based competition (Ullah et al., 2021;
Chen et al., 2022). The reduced contribution of Level 4 and Level 5 is an implication of the
fact that few domains have attained the level of maturity which is essential for the provision
of continuous improvement and strategic agility in the IT security Industry. In order to
improve the maturity levels as mentioned above, and to fill the gaps identified above, it
becomes imperative for organizations to pay particular attention to the integration and
strategic alignment of IT governance practices with business strategy. This has not only to
encompass the optimization of best practices of IT processes, but also the building up of IT
governance competencies for every level of the company. Contemporary literature indicates
that such gains are made by the integration of the goals of strategic leadership, constant
evaluation and risk management, and effective policies on governance that fits within the
ever-evolving character of the IT security environment.

In addition, the outcome of the present research contributes substantially to the existing body
of knowledge on IT governance in the security context. They enable them to continue
contributing to the extant literature about the viability of governance frameworks; including
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COBIT 2019 in the advancement of organisational maturity and strategic fit (Amore et al.,
2023; Utomo et al., 2022; Dharmada et al., 2024). In identifying these areas, this study has
given direction to organisations interested in taking their IT governance to the next level of
maturity thus aiding them in managing risk better, improving efficiency and ensuring strategic
alignment.

Conclusion

This study evaluates the maturity of IT governance in the IT security industry using COBIT
2019, focusing on 13 domains that have been established. The evaluation results show that
most domains are at Level 2 (Managed), which indicates that the process is already in place
but not yet fully optimized. Domains such as APOO3—Managed Enterprise Architecture,
APOO7—Managed Human Resources, APOI12—Managed Risk, APOI13—Managed
Security, and BAIO3—Managed Solutions Identification & Build show a significant gap
between current conditions and expected maturity targets, i.e. Level 3 or 4. The total maturity
score obtained was 2.49, with a very high percentage contribution from Level 2 (74%), while
the contribution from Level 3 and Level 4 was 26% and 11% respectively. The contribution
of Level 5 was very low, which was 3%. These findings suggest an urgent need to improve
processes in certain domains to achieve higher maturity. Recommendations from the study
include a focus on improving processes in domains with lower maturity, investment in
training and development for IT teams, and ongoing monitoring and evaluation to ensure
effective implementation of the improvements made. The implementation of these
recommendations is expected to improve the overall level of maturity of IT governance,
bringing organizations closer to the desired maturity targets.
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